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ANDREW GUTHRIE FERGUSON:

While smart devices—such as smart cars, smartphones, smart watches, and smart medical devices—can
assist with and simplify everyday tasks and provide personal insights, the same data this technology uses
to help you can be accessed by police and prosecutors looking to find incriminating clues. We are now in

a world of self-surveillance with few legal protections.

In his upcoming book, Your Data Will Be Used Against You, Andrew Guthrie Ferguson explains how the
rise of sensor-driven technology, social media monitoring, and artificial intelligence can be weaponized
against democratic values and personal freedoms. At the same time, that data will solve crimes, radically
transforming how criminal cases are prosecuted. In his introduction, reproduced here, Ferguson lays out

examples of potential government exploitation of self-surveillance data to use in prosecution and explains
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how much the law trails technological advances.

The following is excerpted from Your Data Will Be Used Against You: Policing in the Age of Self-
Surveillance by Andrew Guthrie Ferguson (NYU Press). Reproduced with permission.

I start the class with a question:

“How many of you have used a physical, paper map to travel anywhere in the past year?”

In this group of bright, young law students, no one raises their hand.

“How many of you have printed or written down directions from the internet?”

No hands.

“How many of you have asked a fellow human being for directions in the past year?”

Still no hands.

“How many of you use your phones, or the digital maps in your car, for directions?”

This time, everyone raises their hand.

“How many of you know that the same mapping technologies built into your smartphones and cars are

available to police and can be used against you in a criminal case?”

A sheepish hand or two.

“How many of you know that a record of every place you have traveled with that phone is available to

police with a warrant?”

Sad looks all around.

“Are any of you going to give up Google or Apple Maps? Or the navigation system in your car?”

Heads shake no. Hands stay down.

So begins a class I teach in law school. The students, like all of us, are trapped by surveillance technology

of our own making. We have given data companies—and thus the government—access to our inner lives,
and we don’t know what to do about it.
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This book is about power. It is about how the digital trails we leave behind undermine our privacy and
freedom, leaving our most personal information open to police discovery. This book is also about
people—because it’s the choices we’ve made to embrace digital convenience and personal security that
have created this web of self-surveillance. Every time we step outside our home with a smartphone or ask

a smart speaker to play us a song, or Google anything, we create data, and that data reveals who we are.
In a world where everything is data, everything is evidence.

This book is a warning about how the rise of sensor-driven digital technology can be weaponized against
democratic values and personal freedoms. This book is not an antitechnology screed. The innovative
wonders that put a computer in your pocket or a digital pacemaker in your heart are deserving of respect
and consumer attention. But the costs of that innovation are real. We are transforming our physical world
and our personal lifestyles with “smart” devices that provide useful data to improve our lives but also

reveal them completely. The question is when, if ever, should that smart digital pacemaker in your heart

be used as evidence against you in a criminal case. And, it has been."™

The simple truth is that digital innovation comes at the cost of digital surveillance. The sensor on your

wrist provides personal insights by monitoring you, and that data can be accessed by police and

prosecutors looking to find incriminating information.”” Americans have also bought into the belief that

surveillance makes us safer. So, cities invest in networks of cameras instead of community-centered

after-school programs.™ This too is self-surveillance, just mediated by a democratically elected

government.

This book explains how you are—at best—a warrant away from having your most intimate personal
details revealed to a government agent looking to incarcerate, embarrass, or intimidate you. When your
data can be used against you, the government gains power over you and your family in ways that are

deeply uncomfortable. All the police need is a judge’s signature and everything—from your smart bed to

your most embarrassing Google search—becomes evidence."” And, even if the government does not make

the request, the threat of exposing that data remains ever present.

Two transformations of modern society are just starting to generate the necessary attention and concern.
First, this book catalogs the transformation of the built environment—homes, cars, things, and

people—into digital tracking devices. The shift is part of an attempt to sell “surveillance as a service” to

consumers whereby insights, efficiencies, and patterns become quantified and commodified.” Second,
this book explores the rise of policing technologies that democratically elected governments are building

into cities as affirmative methods of surveillance. The rise of what I have called “big data policing”

combines new sensor technologies and old pathologies of surveillance into a new form of social control.”
This book explores how police and prosecutors are starting to use these two types of information in
criminal cases. The intersections are accelerating and will only increase as the digital webs of patterns

and habits reveal more of our lives and activities.



This book is grounded in constitutional law and aims to highlight the gaps in legal rules that govern
access to the personal data collected by smart devices and public surveillance systems. But in writing it, I
also have a higher ambition: to convince you that a world in which you are a warrant away from total
digital exposure is not a world you want to live in. No matter how law-abiding or upstanding you consider
yourself, the safeguards built into our legal system—search warrants, judicial oversight, concepts like
probable cause—are too weak to protect us from the self-surveillance systems we are building. Worse,
the commodification of “surveillance as a service”—a billion-dollar industry—provides us a false sense of
security, when in fact, it opens our lives to greater intrusion. After all, that digital camera on your door

keeping the bad guys away, is also watching you.

Let me begin by telling a story—a modern-day Romeo and Juliet— where two star-crossed lovers find

themselves pregnant and living in a state that has criminalized abortion.” The couple—privileged,
educated, students at a major university—decide to obtain an abortion in a world of digital tracking and
sensor surveillance. The tale begins with a Google search outside a sorority house: “Abortion services?” It
next involves the car’s computer navigation system tracking them travelling from one state to another.
(Like my students, using a paper map is not even contemplated.) In addition, the couple’s smartphones,
and dozens of location-tracking apps all follow the car from the sorority house to a medical facility in a
nearby state. Cell site location data reveals precisely how long the couple stayed at the facility. Multiple
surveillance cameras, license plate readers, toll records, and a host of other sensors memorialize the trip
as well. One need not even add the young woman’s smartwatch that is monitoring her vital signs, her
Amazon Echo, her period-tracking app, or the texts she sent her worried mother, or even any of her
mobile purchases at the drugstore to realize that the web of digital clues about her actions are available

to uncover.

If prosecutors discover the couple’s intent, investigators can easily scoop up the digital clues. They are
investigating a “crime.” Many of those pieces of incriminating data do not even require a warrant, but
even those that might—a Google search, geolocation data—is just a piece of paper away from being

obtained.™

The couple will be convicted based on the almost inescapable digital clues of their lives.
Everyone she communicated with or assisted her is now an accomplice and the subject of criminal
investigation with their own digital trails exposed. And, while we might realize in the abstract that digital
conveniences come at the cost of digital tracking, we might not realize how easy it is for police to obtain

the information once that young couple becomes the target of a criminal investigation.
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The story is happening somewhere in the United States today. And, if it is not making headlines, that is
only because of the relative affluence and privilege of the parties which affords them protection from
prosecution. Not everyone will be so lucky. The law is not on their side, and the ease of searching

digitally available evidence is rapidly shifting the balance of power toward the government. That same

pregnancy story, of course, has happened many times before.”” In the era before Roe v. Wade, illegal
abortions were common. Information about practitioners was shared via word of mouth, which meant
that marginalized people often had a more difficult time accessing safe, competent care. But it also meant
that most people could, and did, end their pregnancies quietly, without leaving a record. There would be
no search history, no digital map for looking up directions to a clandestine provider, no geolocation to
pinpoint the precise time of the procedure, no texts to a worried mother, no vital signs recorded on a
smartwatch. Sure, a police officer could have followed the pregnant person in a car or on foot, but that
would require time, effort, and information (knowing the time and date of the procedure, for example),
which would have limited the utility of this method of investigation.

What has changed is not just the ease of accessing digital evidence, but also the scale, scope, and

ubiquity of existing digital trails."” Prosecutors can now search for anyone who has queried a search

engine about abortion services and begin an investigation. Police can now geolocate any building that

they believe correlates with people seeking abortion services.!"" The existence of digital clues and the
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growth of surveillance capabilities cast a wider net on who becomes a target.

The lessons from this story extend to other circumstances in which people might find themselves on the
wrong side of those in power: a journalist uncovering political corruption, an employee blowing the
whistle on corporate malfeasance, a gun owner buying a new weapon, an undocumented worker, a
citizen protesting police brutality, or anyone criticizing the government itself. Digital policing is a
godsend for authoritarianism, and in an era where federal and local policing has been weaponized for
partisan purposes, the threat of targeted surveillance is all too real. Every perceived political enemy is

vulnerable to digital exposure.

Of course, as has long been the reality in the United States, the primary focus of policing will be on the

poor and those who commit crimes driven by poverty, addiction, trauma, mental illness, structural

inequality, or those lacking education and opportunities to pursue a dif-ferent path."” While crime
occurs across socioeconomic strata, and many violent acts cannot be excused by poverty, vast parts of
the criminal legal system are focused on policing poverty and ensuring a form of social control over those
with lesser economic means. Such has been the history of policing in the United States—with a good bit

of overt, implicit, and structural racism thrown in—and such is the future of technology-enhanced,
sensor-driven policing."” My aim here is not to debate policing. There are many excellent critiques of

policing already written."* The point is to show how the web of surveillance exploited by the police

changes the balance of power between the government and the people—including you.

In the face of this growing digital web, “the law”—the subject I study and teach—has remained decidedly
analog. My goal with this book is to alert readers to the danger of that legal stagnation. The lack of legal
responses to growing digital privacy threats is a failure of imagination, but also a reflection of other

structural inequities in the legal process. Probable cause warrants—the constitutional protection that the

Supreme Court has spent countless pages writing about—are weak protections of personal data."” Judges
are not technologists. Some magistrate judges (who sign probable cause warrants) are not even

lawyers."® Probable cause is a low standard of proof."”

And, police control all the information in the
warrant, making the judge’s role even more limited. It’s not that warrants are not important, but they are

better thought of as keys to access information, rather than barriers to prevent access.

Second, the book catches us up to the present reality where a world of big data policing filled with

predictive analytics, facial recognition, and citywide camera systems create a new surveillance trap."”

Sensors are not just inside our homes, but also built into our streetlights, listening for gunshots, or

automatically reporting on suspicious behaviors."” Big cities are erecting Al-assisted surveillance

[20

systems capable of long-term, aggregated, pervasive tracking capabilities.”” Smaller jurisdictions are

investing in centralized command centers that seamlessly link license plate readers, video analytics, and
suspect lists together.”" Police body cameras, 911 calls, and private neighborhood social media accounts

are used to identify and prosecute individuals.”” As I will discuss, there are few laws and little regulation

around this architecture of structural surveillance.



Combined, the prevalence of private self-surveillance tools and the expansion of public surveillance
systems create a world where targeted individuals can find little place to escape. If you cannot claim
privacy inside your home or outside of it, you—we—have created a world of enhanced and largely
discretionary police power. And, as I will discuss, this power remains unchecked by legal protections and
undermined by consumer habits. We live in precarious times when all that stands in the way of digital

exposure is a magistrate judge’s signature on a piece of paper.
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Third, the book examines the costs of digital self-surveillance. The costs include shifts in power, privacy,
and privatization, as well as practical problems. When everything is evidence, the government gains
power to prosecute, and people also lose a measure of security, autonomy, and community. A federal
government with access to unlimited personal data is a recipe for authoritarian abuse. In addition, this
surveillance growth strengthens corporate power—vis & vis police—as private platforms distort public
safety priorities and community engagement. “Policing as a platform” is not only a marketing pitch, but
also a threat to democratic governance. The result is a half-step away from a form of tyranny where those
who possess the data can control the citizenry. “Tyranny” is a rhetorically loaded word, but the reality of

an all-controlling, ever-observing digital power is not too far a stretch in an era of politized

prosecution.” Finally, self-surveillance comes with a host of practical problems including how data is
used, misused, and just gets things wrong. For every program that seeks to turn data into usable
intelligence, there are a dozen scandals about how the data is wrong, conflates causation and correlation,

or is racially biased against certain communities.”"

Lastly, the book offers solutions to a world where everything is evidence that will be used against you.
Perhaps not surprisingly, the response also takes everything into account. Constitutional limitations
require a judicial response that expands Fourth Amendment understandings to suit the digital age. Legal

limitations require federal, state, and local legislative responses to fill the gaps around consumer data



and police use of new surveillance technologies. Impacted communities must be given a voice through
the creation of local mechanisms of community control. We must heed abolitionist warnings about the
foreseeable abuses from technologies of social control. And, finally, individuals must be empowered to
reshape consumer demand for self-surveillance technologies that put data controls and destruction in the
hands of the users and not with the companies. There is no reason why sensor surveillance data must be

retained, or accessible by anyone but the user. Technology must pass what I call “the tyrant test,” and if

it fails, it should not be sold or used.”’

Today, criminal prosecutions look pretty similar to the court practice of the past century. Prosecutors rely

on human witnesses and physical evidence. Cell phones and social media posts make an appearance.

Forensic evidence—most obviously DNA—has become a routine part of many serious cases.”® But digital
forensics—proving a case with the digital clues of life—is only just becoming common enough to generate
concern. In the near future, this will change, and criminal courtrooms will be filled with digital evidence
generated by our smart things and the surveillance world around us. This book explores how we should
understand that change and adapt to it. It also seeks to warn about what might happen if we ignore the

growing surveillance systems increasingly integrating into our lives.

The overarching goal of this book is to contribute to the national conversation around surveillance,
privacy, power, and law. But I also hope you'll find it relevant to you personally. If you think about all the
data you put out into the world—data that reveals your interests, desires, habits, and connections in
intimate detail—you will see that these issues directly affect your life and the lives of your loved ones.
While this book is filled with stories about criminal wrongdoers getting caught because of their digital

trails, the surveillance net captures everyone. Who is deemed “criminal” is a contested and changeable

reality.”” Politicians can easily demonize individuals and groups, turning surveillance against citizens.
Technologies developed to thwart violent crime can be repurposed for political repression. American
history—from revolutionaries, to abolitionists, to draft avoiders, to dissenting religious, cultural, and

political voices—is filled with stories about people who were convicted based on hatred, ignorance, or

prejudice.” And to put a finer point on it—all of those people would have been far easier to prosecute

with the digital evidence now available.

All that said, police are using our data to catch people who have done truly awful things. Depending on
how you view police power, you may read this book’s various vignettes of dumb criminals and smart data
as evidence that these technologies are a great gift to criminal justice. Murderers are caught. Innocent

people are exonerated. Data proves the truth, or at least eventually gets to the right result.

The uncomfortable reality is that the national conversation is not one-sided. Both the promise of new
technologies and their dangers are very real. Part I offers a window into how criminal prosecution is
changing in response to digital technologies of self-surveillance. Part II examines the real risks of this
shift, focusing on changes in power, privacy, and criminal justice practice. Part III offers solutions to the
problems raised in the book, with a focus on what judges, legislatures, and individuals can do to respond
to the risks.



Despite its complexity, the debate over new policing technologies is an urgent conversation to begin. We
all need to engage in the debate so that we can get the rules right when it comes to surveillance power.
Especially now, as federal power expands and politicized prosecutions grow more common, the danger of
doing nothing becomes intolerable. The laws governing digital evidence are still unwritten. And for every
minute we spend waiting, the net of self-surveillance we’ve trapped ourselves in grows tighter. How or

whether we escape that net will be up to us. I hope this book helps point the way out.
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